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The Committee will meet at 12.30 pm in the Adam Smith Room (CR5).
 
1. Decision on taking business in private: The Committee will decide whether to

take item 2 in private.
 
2. Approach to the Committee's inquiry: The Committee will consider matters in

relation to the inquiry.
 
3. Approach to the Committee's inquiry: The Committee will announce any

decisions taken under item 2.
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Permanent Secretary 

Leslie Evans 

T: 0131-244 4026   
E: permanentsecretary@gov.scot 



Linda Fabiani MSP  
Convener, Committee on the Scottish Government Handling of Harassment 
Complaints 
The Scottish Parliament 
Edinburgh 
EH99 1SP 

BY EMAIL 

31 October 2019 

X X 2019

__ 
 
Dear Ms Fabiani 

Thank you for your letter of 9 October. 

Firstly I would like to take this opportunity to underline my commitment to cooperating fully with 
the Committee within the appropriate legal parameters and to avoiding the risk of any real or 
perceived prejudice to ongoing criminal proceedings.   

I understand that in relation to your request for information about the Scottish Government’s 
Exchange configuration there are some specific issues in which the Committee is particularly 
interested. I am attaching an Annex which I hope addresses those issues.  

As I outlined in the annex to my letter of 26 September, the Scottish Government made an 
interim payment of £346,000 in respect of Mr Salmond’s legal expenses followed by a further 
payment bringing the final settlement to a total of £512,250. The interim payment was made 
to Mr Salmond’s legal representatives on 13 May 2019; the final payment of £166,250 was 
made on 2 August 2019.  As those payments were made in different months they will be 
published separately on the Scottish Government website in due course. 

As I noted in my letter of 26 September, the Scottish Government routinely publishes all 
individual payments over £25,000, not just those relating to legal expenses. This fulfils our 
legal obligation under section 31(3) of the Public Service (Reform) Act 2010 to publish the 
relevant data as soon as is reasonably practical after the end of each financial year. In addition 
to meeting that legal obligation, we aim to publish relevant data on a monthly basis.  There is 
a significant volume of individual payments over £25,000 made each month and there is 
currently a backlog of monthly data to process, which we are working hard to clear as quickly 
as possible. At this point, monthly figures up to and including February 2019 were published 
on 30 September and data for March and April 2019 were published on 25 October. 
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Data on payments made in May, June, July and August 2019, which will include the interim 
£346,000 and final £166,250 payments to Mr Salmond’s legal representatives, are being 
processed now and will be published before the end of December 2019. 

I hope the Committee will find this helpful. 

Yours sincerely 

LESLIE EVANS 
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ANNEX 

Whether calendar appointments (Exchange/Outlook) are retained in the same way as e-
mail messages and according to the same schedule 

Scottish Government policy is to archive calendar items, which take up a relatively small 
amount of storage capacity, after a year and to delete from the archive 2 years after being 
vaulted.  Email items, which take up a much greater volume of storage capacity, are archived 
after 60 days and retained in the Vault for one year before being automatically deleted. 

Whether and for how long Exchange server protocol logs and message tracking logs 
are retained and backed up.  

The Scottish Government Information and Technology Services (iTECS) Cyber Security team 
retains Exchange tracking logs containing outgoing and incoming email data for 12 months. 

Whether it is possible to move a message out of the e-mail system into a “personal 
archive” – a PST file. 

PST files are prevented from being created on the Scottish Government SCOTS platform.  The 
use of PST files was phased out in 2013/14 and PST content migrated to our electronic records 
and data management system (eRDM) or Enterprise Vault.     

Whether a cached copy of some or all of a user’s mailbox is downloaded to a Windows 
computer 

The Scottish Government SCOTS platform allows for caching local copies of mail on the end 
user device in an Offline Store File (OST) file to improve access times and allow for working 
offline.   All SCOTS end user devices are encrypted, as is any OST file. 

Whether the government e-mail system allows access via webmail and/or from non-
government computer/mobile devices 

The Scottish Government SCOTS platform allows Outlook Web Access (OWA) from trusted 
networks (i.e., Scottish Government networks) and from managed SCOTS devices.  OWA is 
not available from non-government devices. 

Whether the government e-mail system employs any data loss prevention (DLP) tools 
and, if so, how these are configured 

The Scottish Government SCOTS email platform does not employ any DLP tools but as 
described above does maintain logs of all outbound and inbound emails. 

Whether any of the specific staff who may hold relevant documents (referred to in my 
letters of 22 March, 1 May and 12 June) had “delegate” access to their e-mail accounts 
– ie staff who could access the mailbox and use it as if they were the account owner
themselves.

Delegate Access alone does not allow staff to use the mailbox as the account owner.  “Send 
As” permissions would allow the functionality described above.  A report run on “Send As” 
access as at 21 October indicates that such access has been given by 3 of the specific staff 
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referred to in my letters of 22 March, 1 May and 12 June (the email accounts in question being 
the Permanent Secretary account, 1 Director General account and one Director account). 
However, please note that the 21 October report is a point in time snapshot of who has “Send 
As” permissions at that time and is not a historical point in time statement of who has had 
“Send As” permission in the past.   

Whether any of the specific staff who may hold relevant documents (referred to in my 
letters of 22 March, 1 May and 12 June) had more than one e-mail account on the 
Government system 

Scottish Government SCOTS platform policy dictates that individuals have a single personal 
email account.  Additional shared mailboxes, known as resource mailboxes, are permitted for 
business areas and offices of senior staff that process large volumes of email.  A Minister, 
Director General or Director may have a single resource mailbox for their office, but also a 
personal mailbox.  Resource mailboxes are shared and are made accessible to staff to 
manage mail and calendar items on behalf of the office bearer. 
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